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1. Overview
QA Locator Hub ("the Extension", "we", "our") is a Google Chrome browser extension designed for QA engineers, software development engineers in test (SDETs), and test automation developers. It enables users to inspect DOM elements on any web page and extract reliable locators for use in automated testing frameworks including Selenium, Playwright, Cypress, WebdriverIO, and Appium.

This Privacy Policy explains what data the Extension accesses, how it uses that data, and the privacy protections built into its design. By installing or using QA Locator Hub, you agree to the terms described in this policy.
2. Data We Collect
QA Locator Hub is built on a privacy-first architecture. The Extension does not collect, store, transmit, or share any personal data. Below is a complete description of what the Extension accesses and why:

2.1 DOM Element Data (Local Only)
When you activate the Element Inspector tool, the Extension reads the properties of DOM elements on the currently active web page tab. This includes:
1. HTML tag names (e.g., button, input, div)
1. Element attributes (e.g., id, name, class, aria-label, data-testid, role, placeholder)
1. Element position within the DOM tree (used to generate XPath expressions)
1. CSS properties relevant to selector generation

This data is processed exclusively within your browser. It is used solely to generate locator strings (CSS selectors, XPath expressions, etc.) that are displayed to you in the Extension popup. No DOM data is transmitted externally, logged, or retained after your session ends.

2.2 User Activity — Mouse Position and Click Events
To enable the live hover-highlighting and element-selection functionality, the Extension captures:
1. Mouse hover position — used to identify and highlight the DOM element currently under the cursor
1. Mouse click events — used to confirm element selection and trigger locator generation

These interactions are processed entirely within the browser's content script sandbox. They are not recorded, logged, or transmitted in any form. The Extension operates only while the inspector tool is actively enabled by the user and stops capturing input immediately upon deactivation.

2.3 No Other Data Collected
The Extension does not collect, access, or process any of the following:
1. Personally identifiable information (PII) such as names, email addresses, or phone numbers
1. Authentication credentials, cookies, or session tokens
1. Form input values or keystrokes entered by users on web pages
1. Browsing history, visited URLs, or navigation patterns
1. Network traffic, HTTP requests, or API calls made by the page
1. IP addresses or geolocation data
1. Device identifiers or hardware information
1. Payment or financial information
3. Data Storage and Retention
QA Locator Hub does not use any persistent data storage mechanism. Specifically:

1. No data is written to chrome.storage, localStorage, IndexedDB, or any other storage API
1. No user preferences or history are retained between browser sessions
1. Generated locators exist only in the Extension popup UI for the duration of the current interaction and are discarded when the popup is closed
1. No server-side databases, cloud storage, or remote logging services are used

All processing is ephemeral and session-scoped — when you close the popup or navigate away, all generated data is immediately discarded.
4. Data Sharing and Third Parties
We do not share, sell, rent, license, or otherwise disclose any data to third parties. The Extension does not integrate with:
1. Analytics platforms (e.g., Google Analytics, Mixpanel, Amplitude)
1. Advertising networks or ad-tech providers
1. Crash reporting or error monitoring services (e.g., Sentry, Bugsnag)
1. Remote APIs or backend servers of any kind
1. Social media platforms or tracking pixels

There is no network communication initiated by the Extension. All functionality is self-contained within the browser.
5. Chrome Extension Permissions
The Extension requests the minimum set of Chrome API permissions required to function. Below is a full explanation of each permission:

5.1 activeTab
Grants the Extension temporary access to the currently active browser tab when the user explicitly invokes the inspector. This is used to inject the content script that enables element highlighting and selection. The Extension does not access tabs that the user has not explicitly interacted with.

5.2 scripting
Allows the Extension to inject content scripts into the active web page tab. These scripts are responsible for: (a) detecting mouse hover events to highlight elements, (b) capturing click events to confirm element selection, and (c) reading DOM attributes to generate locators. Scripts run only during active inspection sessions.

5.3 Host Permissions (All URLs: <all_urls>)
The Extension requests broad host permissions so that it can operate on any web page the user navigates to — including internal development environments, staging servers, and production applications where automated tests are written. This permission does not grant the Extension the ability to access network requests, cookies, or stored credentials. It is used exclusively to inject the content script described above.

No additional permissions are requested. The Extension does not request permissions for: background operation, bookmarks, history, identity, notifications, storage, tabs (full list), or webRequest.
6. User Activity Data — Chrome Web Store Declaration
In accordance with Google Chrome Web Store developer policies, the Extension declares the following category of user activity data access:

Declared Data Type: User Activity (mouse position, click events)

Purpose of collection: Mouse position and click data are captured solely to identify and select DOM elements during an active inspection session. This is the core mechanism by which the Extension determines which element the user wants to inspect.

Scope and limitations:
1. Only captured when the user explicitly activates the Element Inspector tool
1. Processed in real-time within the browser — never recorded or logged
1. Limited to mouseover and click events on the DOM — no keyboard input, scroll position, or other activity is captured
1. Immediately discarded when the inspector is deactivated or the popup is closed
1. Not transmitted externally under any circumstance

This data access is necessary and proportionate to the Extension's core functionality. Without mouse tracking, it would be impossible to identify which element the user intends to inspect.
7. Security
The following technical safeguards are implemented in the Extension:
1. All processing occurs within Chrome's sandboxed extension environment
1. Content Security Policy (CSP) restrictions prevent execution of unauthorized scripts
1. No external network requests are made by the Extension at any time
1. The Extension does not evaluate arbitrary user-provided strings as code
1. Generated locators are rendered as plain text and do not execute in the browser

Because no data leaves your device, there is no risk of data breach through server compromise, man-in-the-middle attacks, or third-party service failures.
8. Children's Privacy
QA Locator Hub is a professional developer tool intended for use by adults in software quality assurance and test automation roles. The Extension is not directed at children under the age of 13. We do not knowingly collect any data from children. As noted throughout this policy, the Extension does not collect personal data from any user, regardless of age.
9. Changes to This Privacy Policy
We may update this Privacy Policy from time to time to reflect changes to the Extension's functionality or applicable legal requirements. When we make material changes, we will update the "Last Updated" date at the top of this document and, where appropriate, publish an updated version through the Chrome Web Store listing.

Continued use of the Extension following any updates constitutes acceptance of the revised policy. We encourage users to review this policy periodically.
10. Contact Information
If you have questions, concerns, or requests regarding this Privacy Policy or the Extension's privacy practices, please contact us:

Extension Name: QA Locator Hub — DOM Inspector for Selenium & Playwright
Publisher: Rohit Bhatotia
Email: rohitbbhatotia@gmail.com
This privacy policy was prepared for submission to the Google Chrome Web Store.
QA Locator Hub collects no personal data and transmits no information externally.
Confidential — For Google Chrome Web Store Submission	Page 
