PRIVACY POLICY
QA Script Recorder – Chrome Extension
Version 4.0  |  Effective: May 6, 2026  |  Last Updated: May 6, 2026
Updated to reflect extension v1.1.3: permissions revised, service worker keepalive, session storage, framework structure export feature
	Extension Name
	QA Script Recorder – Selenium, Playwright & Cypress

	Developer
	Rohit Bhatotia

	Contact Email
	rohitbbhatotia@gmail.com

	Extension Version
	1.1.3

	Manifest Version
	Manifest V3 (MV3)

	Permissions
	tabs, storage, alarms  +  host_permissions: <all_urls>

	User Activity Data
	Captured in-memory during user-initiated recording sessions ONLY

	Data Transmitted
	None — all processing is local; no data sent to any server

	Remote Code
	None — all logic is bundled locally in the extension package



1. Overview
QA Script Recorder is a Chrome Extension built exclusively for quality assurance professionals and software testers. It records browser interactions—mouse clicks, form inputs, dropdown selections, and keyboard actions—on any web page, and automatically generates complete, ready-to-run automation test scripts for Selenium (Java + TestNG), Playwright (TypeScript), and Cypress (JavaScript).
The extension supports five framework structures: Standard (single file), Data-Driven, Hybrid (POM + Data-Driven), Keyword-Driven, and BDD (Cucumber/Gherkin). For non-standard structures, the extension can export a complete project ZIP file locally using the bundled JSZip library.
This Privacy Policy describes exactly how the extension handles all data. We are fully transparent: this extension uses only the permissions technically required for its core functionality, does not communicate with any external server during normal use, and does not collect or store any personal data.

2. Chrome Permissions — Current Approved Set (v1.1.3)
	Extension v1.1.3 declares three API permissions (tabs, storage, alarms) and one host permission (<all_urls>). The storage and alarms permissions were re-added in v1.0.5 after audit confirmed they are now actively and legitimately used for service worker state persistence and keepalive respectively.



	Permission
	Type
	Used In
	Purpose

	tabs
	API permission
	background.js
	Query the active tab in normal browser windows (windowType:'normal') and send START_RECORDING / STOP_RECORDING messages to the content script. Required because tab queries from a service worker cannot reliably use currentWindow (popup has its own window context).

	storage
	API permission
	background.js
	chrome.storage.session stores recording state (isRecording, actions array, activeTabId, preferences) so it survives MV3 service worker restarts. Session storage is ephemeral — cleared on browser close, never written to disk persistently.

	alarms
	API permission
	background.js
	A repeating alarm fires every ~24 seconds as a secondary keepalive while recording is active. Primary keepalive is a long-lived Port from the content script; alarm is a safety net in case the port is not yet established.

	<all_urls>
	Host permission
	manifest.json content_scripts
	Allows the content script (scripts/content.js) to be injected on any website the QA engineer needs to test. Also covers the optional version-check fetch calls to registry.npmjs.org and search.maven.org. No data from any site is transmitted externally.

	activeTab
	REMOVED v1.0.1
	Not used
	Removed — redundant given <all_urls> host permission.

	scripting
	REMOVED v1.0.1
	Not used
	Removed — content script injected via static manifest declaration, not chrome.scripting API.



2.1 Why storage Was Re-added (v1.0.5)
The storage permission was initially removed in v1.0.2 because chrome.storage was not being called at that time. In v1.0.5 it was legitimately re-introduced to use chrome.storage.session, which persists the recording state (isRecording flag, actions array, framework preferences, and active tab ID) across MV3 service worker restarts. Without this, Chrome killing the service worker mid-recording caused all captured actions to be silently lost.
chrome.storage.session is ephemeral: it is scoped to the browser session, never written to persistent disk storage, and cleared automatically when the browser closes. It is distinct from chrome.storage.local or chrome.storage.sync, which persist across browser restarts.

2.2 Why alarms Was Added (v1.0.5)
MV3 service workers are terminated by Chrome after approximately 30 seconds of inactivity. The primary keepalive mechanism is a long-lived chrome.runtime.Port opened by the content script when recording starts. The alarms permission provides a secondary keepalive: a repeating alarm fires every ~24 seconds to wake the service worker and re-persist state, ensuring no actions are lost between port heartbeats.

3. User Activity Data — What We Capture and Why
	⚠  Disclosure: This extension captures user activity data (clicks, inputs, selections) during recording sessions. This is the core product feature — used exclusively to generate the user’s own test script. No activity data is transmitted to any server, stored persistently on disk, or used for any secondary purpose.



3.1 What Is Captured During a Recording Session
When a user manually clicks Start Recording, the extension captures the following interactions on the page under test:
1. Mouse click events — the element clicked and its DOM locator (id, CSS selector, aria-label, data-testid, name, placeholder, or XPath). Element text is sanitised to a single line, max 80 characters, before storage.
1. Text input keystrokes — characters typed into text, email, number, search, and textarea fields
1. Dropdown selections — the option selected in <select> elements
1. Checkbox and radio button state changes
1. Enter key presses in form input contexts
1. Page URL at the start of recording — recorded as the initial navigate() action

3.2 What Is Explicitly NOT Captured
1. Password field values — automatically detected, replaced with *** before any storage, never transmitted
1. Mouse position, scroll position, or cursor coordinates
1. Keyboard shortcuts or global hotkeys
1. Any interactions occurring outside of an active recording session
1. Data from any browser tab other than the one being recorded
1. Browser history, bookmarks, cookies, or cached data

3.3 Data Processing Pipeline
	Step
	What Happens
	Location

	1. Capture
	content.js event listeners detect interactions; element text sanitised to first non-empty line, max 80 chars
	Browser tab (content script)

	2. Transfer
	Single chrome.runtime.sendMessage call sends action to background service worker
	Local browser runtime only

	3. Store
	Action pushed to state.actions array; persisted to chrome.storage.session immediately
	RAM + ephemeral session storage

	4. Keepalive
	Long-lived Port + alarm keeps SW alive; state rehydrated from session storage on SW restart
	Local browser only

	5. Generate
	When recording stops, actions passed to script generator (all levels + 5 framework structures)
	Local browser only

	6. Download
	Generated script or project ZIP saved to user’s local device via browser download API
	User’s local device

	7. Discard
	All captured action data cleared from memory; session storage cleared on browser close
	Permanently deleted



3.4 Explicit User Consent
	✅  Recording never starts automatically. The user must manually click the “Start Recording” button in the extension popup. A clickable REC badge is displayed on the active page throughout the entire session, providing continuous visual notice. The badge also allows the user to reopen the extension popup at any time. The user fully controls when recording starts and stops.



4. Framework Structure Selection and ZIP Export
Version 1.1.3 introduces a Framework Structure selector available for Moderate and Advanced script levels. Users can choose from: Standard (single file), Data-Driven, Hybrid (POM + Data-Driven), Keyword-Driven, and BDD (Cucumber/Gherkin).
For non-Standard structures, an Export Project ZIP button becomes available. Clicking it generates a multi-file project ZIP entirely within the browser using the bundled JSZip library (jszip.min.js, included in the extension package). The ZIP is saved directly to the user’s local device via the browser’s download API.
	The ZIP export feature operates entirely locally. No files are uploaded to any server. No external service is involved. The JSZip library is bundled within the extension package — no CDN or remote script is loaded.



5. Data We Do Not Collect
The following categories of data are never collected, processed, stored externally, or transmitted:
1. Personal identification information (name, email, phone, address)
1. Authentication credentials (passwords auto-masked as ***)
1. Financial or payment information
1. Health or demographic information
1. Location data or device identifiers
1. Web browsing history outside of active recording sessions
1. Personal communications (emails, messages, chats)
1. Network traffic content or HTTP request/response bodies

6. Data Storage
	Data Type
	Storage Mechanism
	Persistence
	Transmitted?

	Recorded actions (clicks, inputs)
	chrome.storage.session (ephemeral)
	Browser session only — cleared on browser close
	Never

	isRecording state + activeTabId
	chrome.storage.session (ephemeral)
	Browser session only
	Never

	User preferences (framework, level, structure, test name)
	chrome.storage.session (ephemeral)
	Browser session only
	Never

	Framework version numbers (optional)
	chrome.storage.session (ephemeral)
	Browser session only
	Never

	Generated test script / ZIP
	Downloaded to user’s local device
	Permanent — under user’s full control
	Never



7. Optional Framework Version Check
The extension includes an optional Check for Latest Versions button. When explicitly clicked, the extension makes outbound read-only requests to the following public package registries:
1. registry.npmjs.org — for Playwright and Cypress version information
1. search.maven.org — for Selenium Java and TestNG version information
These requests contain no user data and transmit no personally identifiable information. Returned version numbers are stored in chrome.storage.session only. This feature is entirely optional; the extension is fully functional without it.

8. Data Sharing and Third Parties
We do not share, sell, rent, trade, or disclose any user data to third parties. The extension contains no analytics, telemetry, advertising SDKs, social tracking pixels, third-party authentication services, remote logging, crash reporting, or cloud data storage of any kind.

9. Security Practices
1. All scripts use strict mode to prevent common JavaScript vulnerabilities
1. DOM manipulation uses safe APIs (textContent, createElement, appendChild) — innerHTML is never used with user-influenced data
1. Password fields are automatically detected and replaced with *** before any storage
1. Element text captured from the page is sanitised (first line only, max 80 chars) before storage to prevent comment injection in generated scripts
1. No remote code is executed; all logic including JSZip is bundled locally
1. Built on Manifest V3 — Google’s most secure extension architecture
1. All inter-component messaging uses Chrome’s runtime messaging API

10. Chrome Web Store Data Usage Disclosure
	CWS Data Category
	Collected?
	Notes

	Personally identifiable information
	No
	Not applicable

	Health information
	No
	Not applicable

	Financial and payment information
	No
	Not applicable

	Authentication information
	No
	Password fields auto-masked as ***; never stored or transmitted

	Personal communications
	No
	Not applicable

	Location
	No
	Not applicable

	Web history
	No
	Page URL captured in-memory at recording start only; never stored persistently or transmitted

	User activity
	Yes
	Clicks, inputs, and selections captured in chrome.storage.session during user-initiated recording sessions ONLY. Used exclusively to generate the user’s own test script. Never transmitted. Cleared on browser close.

	Website content
	No
	DOM locators processed locally only; no page content stored or transmitted



11. Chrome Web Store Permission Justifications
The following are the exact justification texts to paste into the Chrome Web Store Privacy submission form for each permission:

tabs justification
	Required to query the active tab in normal browser windows (windowType:'normal') to obtain its ID and URL, and to send messages to the content script running on that tab to start/stop recording and show/hide the REC badge. Tab query must use windowType:'normal' to exclude the extension popup window, which has its own window context and returns no regular browser tabs.



storage justification
	chrome.storage.session is used to persist recording state (isRecording flag, captured actions array, active tab ID, framework preferences, and script level) across MV3 service worker restarts. Chrome can terminate the service worker after ~30 seconds of inactivity. Without session storage, any actions recorded before the SW restart would be silently lost. chrome.storage.session is ephemeral — it is never written to persistent disk, is scoped to the browser session, and is automatically cleared when the browser closes. No personal data is stored. The storage permission is not used for chrome.storage.local or chrome.storage.sync.



alarms justification
	The alarms permission is used exclusively to implement a secondary service worker keepalive while a recording session is active. Chrome terminates MV3 service workers after ~30 seconds of inactivity, which would cause recorded actions to be lost. A repeating alarm fires every ~24 seconds to wake the service worker and re-persist recording state to chrome.storage.session. The primary keepalive is a long-lived chrome.runtime.Port opened by the content script. The alarm is a safety net only — it performs no user-facing action, collects no data, and is cleared immediately when recording stops.



Host permission justification (<all_urls>)
	Required so the content script (scripts/content.js) can be injected and record DOM interactions on any website the QA engineer needs to test — including internal staging environments, localhost, and production URLs. Also covers optional read-only version-check requests to registry.npmjs.org and search.maven.org when the user explicitly clicks 'Check for Latest Versions'. No data from any website is transmitted externally.



12. Children’s Privacy
QA Script Recorder is a professional developer tool intended exclusively for software QA engineers and test automation professionals. It is not directed at children under 13. We do not knowingly collect any data from individuals under 13 years of age.

13. Your Privacy Rights
Since user activity data is held in ephemeral chrome.storage.session and never transmitted, there is no personal data on any external server to access, correct, or delete. Session data is automatically discarded when the browser closes. There is no mechanism to request deletion because no data is retained beyond the browser session.

14. Changes to This Privacy Policy
We may update this Privacy Policy to reflect changes in the extension’s functionality or Chrome Web Store policy requirements. Changes are reflected by updating the version number and Last Updated date at the top of this document. Continued use after updates constitutes acceptance of the revised policy.

15. Contact Information

	Developer
	Rohit Bhatotia

	Email
	rohitbbhatotia@gmail.com

	Website
	NA

	Chrome Web Store
	https://chrome.google.com/webstore/detail/[extension-id]



Prepared in accordance with Google Chrome Web Store Developer Program Policies. Reflects the permission set and features of extension v1.1.3.
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