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This Privacy Policy explains how the QA Bug Reporter Chrome Extension ("QA Bug Reporter", "the extension", "we", "our", or "us") handles information when you use the extension.

QA Bug Reporter is a browser-based QA support tool that helps users capture bug reproduction details such as steps, screenshots, console logs, network request summaries, environment details, and optional tab video recordings, then export those details locally as JSON, HTML, and media files.

1. Overview

QA Bug Reporter is designed for software testing and quality assurance workflows. Its purpose is to help a user document bugs on websites they are actively testing.

The extension works locally inside the user’s browser. It does not provide a cloud account, shared backend, or analytics service. The extension is user-triggered and is intended to be used only when the user explicitly starts a recording or captures a report.

2. Data Handling Summary

What the extension does

The extension can capture:

1. Step-by-step user interactions recorded during a user-initiated session
1. Screenshots captured by the user
1. Optional tab video recordings started by the user
1. Console log messages from the tested page
1. Network request summaries for the tested tab
1. Environment details such as page URL, browser, OS, screen size, viewport, language, timezone, and online status
1. User-entered bug report metadata such as title, expected result, actual result, severity, and tags

What the extension does not do

The extension does not:

1. Send captured bug data to our servers
1. Upload screenshots, video, or logs to any remote service
1. Sell or rent user data
1. Use advertising SDKs, telemetry SDKs, or tracking pixels
1. Use remote code or load executable code from a CDN
1. Require account registration or sign-in

3. Chrome Permissions and Why They Are Used

At the time of this policy, QA Bug Reporter uses the following permissions:

activeTab

Used to interact with the page the user is actively working on after the user invokes the extension.

tabs

Used to identify and interact with the current browser tab for screenshot capture, state checks, and report generation.

storage

Used to store extension configuration, saved reports, temporary recording state, console logs, and user-generated report data in the browser.

scripting

Used to inject or ensure the extension’s content script is available on the active tab when needed.

debugger

Used to observe network activity in the tested tab so the extension can include network request summaries in bug reports when applicable.

tabCapture

Used for user-initiated tab video recording.

offscreen

Used to support background tab video recording through an offscreen document so recording can continue without requiring a visible recorder window.

host_permissions: <all_urls>

Used so the extension can operate on any website the user chooses to test, including production, staging, internal, and local development environments.

4. What Information We Collect

The extension may process the following categories of information when the user chooses to use its features.

4.1 User activity data

When the user explicitly starts a recording session, the extension may capture:

1. Click interactions
1. Text input events
1. Select/dropdown changes
1. Checkbox and radio interactions
1. Some keyboard actions relevant to bug reproduction
1. Navigation events within the tested page

This captured activity is used only to build the bug report and related export output requested by the user.

4.2 Bug report content entered by the user

The extension may store information entered directly by the user, including:

1. Bug title
1. Severity
1. Expected result
1. Actual result
1. Tags

4.3 Screenshots and video

When the user explicitly captures screenshots or starts video recording, the extension may temporarily or persistently store:

1. Screenshot image data
1. Video recording data
1. Timestamps associated with captured media

4.4 Console and network diagnostic data

When the extension is active on a page, it may capture:

1. Console log messages
1. Unhandled error messages
1. Promise rejection messages
1. Network request metadata such as request URL, method, status, duration, and failure state

The extension is designed to summarize network activity and to redact obvious sensitive query parameters where possible before storing them.

4.5 Environment and page information

The extension may capture:

1. Active page URL
1. Page title
1. Browser name and version
1. Operating system
1. Screen size
1. Viewport size
1. Language
1. Timezone
1. Online status

5. Information We Try Not to Collect

The extension is designed to reduce unnecessary sensitive data collection.

Examples:

1. Password fields are redacted rather than stored as plain values
1. Sensitive-looking text inputs such as tokens, secrets, API keys, phone numbers, and email addresses are redacted when detected
1. Query parameters that look like authentication or secret values are redacted in stored network URLs where possible

However, because the extension is a QA tool that captures user-directed testing activity, users should avoid recording real personal or production-sensitive data unless they intend to include it in their own local bug artifacts.

6. How Data Is Stored

The extension stores data locally inside the browser and on the user’s device.

6.1 Browser local storage

The extension may store the following in browser storage:

1. Extension settings and preferences
1. Saved report metadata
1. Saved report data
1. Recorded steps
1. Console logs
1. Session or recording state

Some report information may persist until the user clears it or removes the extension.

6.2 IndexedDB

The extension may use IndexedDB to store:

1. Screenshots
1. Video recording blobs or video-related records

6.3 Downloaded files

When the user exports a report, the extension may generate and download files to the user’s device, including:

1. .json reports
1. .html reports
1. .webm video files

Those files are then controlled by the user and are no longer governed solely by browser extension storage behavior.

7. How Data Is Used

The extension uses captured information only to provide its QA reporting features, including:

1. Building a reproducible bug report
1. Showing the user recorded steps, screenshots, logs, and environment details
1. Exporting the report locally in JSON or HTML format
1. Exporting captured video locally

We do not use the data for advertising, behavioral profiling, or unrelated analytics.

8. Data Transmission

QA Bug Reporter is intended to process data locally.

Under normal use, the extension does not send captured bug report data, screenshots, video, console logs, or network logs to an external server operated by us.

The extension’s internal components communicate locally using Chrome extension messaging between the popup, background service worker, content scripts, and offscreen document.

9. Data Sharing and Third Parties

We do not sell, rent, or trade user data.

We do not intentionally share captured report data with third parties.

Any sharing of exported report files happens only if the user chooses to share files generated by the extension outside the browser.

10. Security Practices

We use reasonable technical measures within the extension design, including:

1. Using packaged local extension code instead of remote executable code
1. Using Chrome Manifest V3 architecture
1. Using Chrome runtime messaging for internal communication
1. Attempting to redact certain sensitive values before storage
1. Using safer DOM APIs for many user-visible updates

No software can guarantee perfect security. Users should treat captured QA artifacts carefully, especially if they contain sensitive internal application content.

11. Chrome Web Store Data Disclosure Summary

Personally identifiable information

Not intentionally collected for our own external use.

Financial and payment information

Not intentionally collected.

Authentication information

The extension attempts to avoid storing secrets such as passwords and similar sensitive values in plain text.

Personal communications

Not intentionally collected as a product purpose.

Location

Not collected as a dedicated category.

Web history

The extension does not collect browsing history as a standalone tracking product. It may capture the current page URL and navigation steps within user-initiated testing sessions as part of the bug report.

User activity

Yes, but only for the core feature of user-initiated QA capture and report generation.

Website content

The extension may process portions of page content and element labels necessary to create bug reproduction records, screenshots, and report artifacts.

12. User Control

Users control the extension by:

1. Choosing when to start and stop recording
1. Choosing when to capture screenshots
1. Choosing when to start and stop video recording
1. Choosing when to export a report
1. Clearing steps, screenshots, or video
1. Removing stored reports or uninstalling the extension

13. Data Retention

Retention depends on the type of data:

1. Temporary runtime state may be cleared automatically
1. Saved reports and some local extension data may remain until the user clears them or uninstalls the extension
1. Exported files remain on the user’s device until the user deletes them

14. Children’s Privacy

QA Bug Reporter is a professional QA and testing utility. It is not directed to children under 13, and we do not knowingly design it to collect children’s personal information.

15. Changes to This Privacy Policy

We may update this Privacy Policy to reflect changes in the extension’s behavior, permissions, or legal requirements. When we do, we will update the effective date and last updated date above.

16. Contact

Developer: Rohit Bhatotia
Email: rohitbbhatotia@gmail.com

This draft is tailored to the current QA Bug Reporter implementation as reviewed in the extension source code on June 10, 2026.



