PRIVACY POLICY
Web Experience Analyzer - Chrome Extension
Version 1.0.0  |  Effective: June 24, 2026  |  Last Updated: June 24, 2026
Prepared specifically for Chrome Web Store privacy disclosure, user transparency, and extension compliance review.
Extension Information
	Extension Name
	Web Experience Analyzer

	Developer
	Rohit Bhatotia

	Contact Email
	rohitbbhatotia@gmail.com

	Extension Version
	1.0.0

	Manifest Version
	Manifest V3 (MV3)

	Current Permissions
	`scripting`, `storage`, `downloads` + host permissions for `http://*/*`, `https://*/*`, and `file:///*`

	Data Transmission
	None for normal extension operation. All analysis and report generation are performed locally in the user's browser.

	Remote Code
	None. All executable logic is bundled locally in the extension package.



1. Overview
Web Experience Analyzer is a browser-based website evaluation tool that helps users review web experiences for usability, performance, accessibility, loading behavior, interaction quality, mobile readiness, UI quality, and content experience.
When a user manually starts a scan, the extension analyzes the currently active supported tab and continues evaluating supported pages visited in that same tab until the user stops the scan. The extension then generates a consolidated local report with scores, degrading points, and recommendations.
This Privacy Policy explains what the extension processes, what it stores locally, what it does not collect, and how its permissions are used.
2. Core Privacy Commitment
	Local-only processing: Web Experience Analyzer analyzes supported pages locally in the browser and does not transmit scan output to the developer or to an external service during normal operation.



The extension is designed to operate locally on the user's device. It does not send scan results, page data, browsing activity, or generated reports to the developer or to any external server during normal operation.
The extension is also designed around the principle of least privilege:
• It requests only the extension API permissions currently used by the application.
• It limits host permissions to supported scan targets: HTTP pages, HTTPS pages, and user-enabled local file pages.
• It does not use analytics, telemetry, advertising SDKs, cookies APIs, remote logging, or cloud synchronization.
3. Chrome Permissions and Why They Are Needed
The extension currently declares the following permissions:
	Permission
	Type
	Used In
	Purpose

	scripting
	API permission
	background/background.js
	Injects the analyzer and floating scan badge into the page being evaluated.

	storage
	API permission
	background/background.js, storage/storage.js, ui/popup.js
	Stores local settings, saved report history, and the active scan session state on the user's device.

	downloads
	API permission
	ui/popup.js
	Lets the user save a generated HTML report to their own device.

	http://*/*, https://*/*, file:///*
	Host permissions
	manifest.json, scan/analyzer flow
	Allows the extension to read the current supported page's URL and title, inject the analyzer on supported pages, and continue a user-initiated scan across pages in the same tab.



3.1 Permission Justification Summary
• `scripting` is necessary because analysis is performed by injecting bundled local scripts into the page at scan time.
• `storage` is necessary because the extension offers saved history, persistent settings, and temporary scan-session continuity.
• `downloads` is necessary because report export is a core user-facing feature.
• Host permissions are necessary because the extension evaluates the actual pages the user asks it to analyze. Without these permissions, it cannot access supported page context or run the analyzer on those pages.
4. What Information the Extension Processes
The extension processes only the information required to perform website analysis and create local reports.
4.1 Page and Flow Information
During a user-initiated scan, the extension may process:
• The current page URL
• The current page title
• The scan timestamp
• The sequence of supported pages visited in the scanned tab
• Per-page and overall UX scores
• Per-category score breakdowns
• Consolidated recommendations and degrading signals
4.2 Technical Page Signals
To compute UX scores, the extension may process page-level technical and structural signals such as:
• DOM node counts and visible element counts
• Resource counts, transfer sizes, and long task counts
• Navigation timing and paint timing information
• Layout shift metrics
• Heading counts and layout consistency signals
• Presence of labels, alt text, landmarks, and navigation structures
• Viewport and mobile-readiness signals
• Interactive element counts and behavior indicators
4.3 Limited Local Processing of Visible Page Text
The analyzer may read visible page text locally in memory to calculate derived metrics such as:
• Word count
• Heading-to-text ratio
• Content density
• Contrast sampling on visible text nodes
The extension is not designed to collect raw page text as a business purpose, and it does not transmit page text to external systems. However, because website analysis inherently requires inspecting page content and structure, visible content on the page may be processed locally inside the browser during scanning.
4.4 Important Accuracy Note
If a scanned page's URL, title, or visible content contains personal, sensitive, or confidential information, that information may be processed locally by the extension as part of the scan. In addition:
• page URLs and titles may be saved to local history if history saving is enabled;
• page URLs, titles, timestamps, scores, and flow steps may appear in reports downloaded by the user.
For that reason, users should avoid scanning pages that contain sensitive information unless they are comfortable storing the resulting report locally on their own device.
5. What the Extension Stores
The extension stores data only on the user's device.
5.1 Settings
The extension stores user preferences locally, such as:
• whether report history should be auto-saved;
• contrast sample limit;
• selected theme or UI settings.
5.2 Active Scan Session State
While a scan is running, the extension stores temporary operational state locally, including:
• active tab identifier;
• current scan status;
• scanned pages collected in the flow;
• locally generated scores and recommendations used to finish the report.
This data is used only so the extension can continue or finalize the scan correctly.
5.3 Saved History
If history saving is enabled, completed scan entries may be stored locally and can include:
• page or flow title;
• page or flow URL;
• timestamp;
• overall score, grade, and mood;
• category scores;
• recommendations;
• flow timeline metadata such as visited step titles, URLs, and timestamps.
5.4 Downloaded Reports
When the user clicks Download Report, the extension creates a self-contained HTML report and saves it to the user's device. That report may contain:
• scanned page or flow title;
• URL;
• scan timestamp;
• overall and category scores;
• degrading signals;
• recommendations;
• flow step details for multi-page scans.
Downloaded reports are stored under the user's control and are not managed or deleted by the extension after download.
6. What the Extension Does Not Collect or Send
The extension does not intentionally collect or transmit the following to the developer or any external service:
• name, email address, phone number, postal address, or account profile data;
• passwords, payment card information, banking data, or health information;
• cookies or cookie values;
• browser history outside the pages and flow the user explicitly scans;
• clicks, typing, keystrokes, scroll position, mouse movement, or form-entry activity as a user monitoring feature;
• bookmarks;
• contacts, messages, or personal communications;
• geolocation data;
• analytics or telemetry events;
• crash reports;
• advertising identifiers;
• remote logs;
• cloud backups or synchronized copies of reports.
7. Data Retention
7.1 Local Settings and Local History
Locally saved settings and saved history remain on the user's device until one of the following occurs:
• the user clears report history from the extension UI;
• the user changes or resets settings;
• the extension is removed from the browser;
• the user clears the browser storage used by the extension.
7.2 Active Scan Data
Temporary scan-session data is retained only as long as needed to continue or finalize a scan. Once a scan is completed or cleared, the active session data is removed from the extension's working state.
7.3 Downloaded Reports
Downloaded reports remain on the user's device until the user deletes them manually.
8. Data Sharing and Third Parties
We do not sell, rent, trade, or share extension data with third parties.
The extension does not use:
• third-party analytics platforms;
• advertising SDKs;
• remote monitoring services;
• customer data platforms;
• social media tracking pixels;
• cloud storage providers for scan output;
• remote code loaders or CDN-hosted executable scripts.
9. Remote Code and Network Use
The extension does not execute remote code.
All extension logic is packaged locally and runs under Manifest V3 with a restrictive Content Security Policy. Normal extension operation does not require outbound data submission.
10. Security Practices
The extension follows several security-oriented design choices:
• all executable extension code is bundled locally;
• Manifest V3 service worker architecture is used;
• extension pages are restricted by local-only Content Security Policy;
• scan logic is triggered only by explicit user action;
• report download is initiated only by explicit user action;
• storage is local to the browser profile;
• no external server is used to process scan results.
11. User Controls
Users remain in control of the extension's operation:
• Scans do not start automatically. The user must click Start Scan.
• A visible floating scan badge is shown during an active scan.
• The user can stop the scan at any time.
• The user can delete history entries or clear all history.
• The user can disable automatic history saving.
• The user chooses whether to download and keep a report.
12. Chrome Web Store Data-Use Reference
For Chrome Web Store disclosure purposes, the extension's behavior can be described as follows:
	Data Category
	Collected or Processed?
	Notes

	Personally identifiable information
	No, not as a product purpose
	The extension is not designed to collect identity data. However, a scanned page URL or title could contain personal information and may be stored locally if the user saves history or downloads a report.

	Financial or payment information
	No
	Not intentionally collected or used.

	Health information
	No
	Not intentionally collected or used.

	Authentication information
	No
	The extension does not read passwords or account credentials as a feature.

	Personal communications
	No
	Not intentionally collected or used.

	Location
	No
	The extension does not request or use geolocation.

	Web history
	Limited local processing only
	The extension processes only the supported pages the user explicitly scans in one tab. It does not send this browsing data to external servers.

	User activity
	No
	The extension does not capture clicks, keystrokes, typing, scroll position, or mouse movement. Scan flow entries are derived from analyzed page visits and are treated as local scan/report metadata rather than user activity tracking.

	Website content
	Limited local processing only
	The extension analyzes page structure, visible text signals, and technical page metrics locally to calculate scores. Raw page content is not transmitted externally.



13. Suggested Chrome Web Store Permission Justifications
The following text is suitable for Chrome Web Store permission explanations and reflects the current implementation:
scripting
Required to inject the bundled analyzer and floating scan badge into the page the user chooses to analyze. Injection occurs only for supported pages and only to perform the extension's core website evaluation functionality.
storage
Required to save user settings, local report history, and temporary active-scan state on the user's device. This allows the extension to preserve preferences, maintain scan continuity, and present completed results inside the extension UI.
downloads
Required so the user can export a self-contained HTML report to their own device. Report download is a core user-facing feature and occurs only when the user explicitly clicks the download button.
Host permissions (http://*/*, https://*/*, file:///*)
Required so the extension can analyze supported pages the user chooses to scan, read the active page's URL and title, inject the analyzer, and continue the scan across supported pages in the same tab. Local file-page analysis also requires the user to manually enable file URL access in Chrome.
14. Children's Privacy
Web Experience Analyzer is a professional website evaluation tool intended for developers, designers, QA teams, product teams, and website owners. It is not directed to children under 13, and we do not knowingly design the extension to collect children's personal information.
15. Your Rights and Choices
Because the extension operates locally and does not maintain a server-side user account or cloud database for scan output:
• there is no developer-hosted account data to access or correct;
• locally saved history can be deleted by the user from the extension UI;
• downloaded reports can be deleted by the user from their device;
• uninstalling the extension removes the extension package and typically removes extension-managed local storage from the browser profile.
16. Changes to This Privacy Policy
We may update this Privacy Policy to reflect:
• feature changes;
• permission changes;
• Chrome Web Store policy changes;
• legal or compliance updates.
When updated, the version and Last Updated date at the top of this document will be revised.
17. Contact Information
	Developer
	Rohit Bhatotia

	Email
	rohitbbhatotia@gmail.com

	Website
	N/A

	Chrome Web Store Listing
	To be updated with the published extension URL once available.



Prepared specifically for Web Experience Analyzer and aligned with its current Manifest V3 architecture, local-only processing model, and current Chrome Web Store privacy expectations as of June 24, 2026.
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